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Change Log

Date Change Description

2013-10-30 Initial release.

2014-02-06 Minor document update for v5.0.6. FortiManager VM now supports up to 12 virtual disks via the
execute lvm CLI command.

2014-02-07 Updated the license code registration procedure to match changes to the Customer Service &
Support portal.

2014-04-29 Updated instructions for adding a second virtual hard drive.

2014-12-05 Minor document update.
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Introduction

FortiManager Security Management appliances allow you to centrally manage any number of
Fortinet Network Security devices, from several to thousands, including FortiGate, FortiWiFi,
and FortiCarrier. Network administrators can better control their network by logically grouping
devices into administrative domains (ADOMs), efficiently applying policies and distributing
content security/firmware updates. FortiManager is one of several versatile Network Security
Management Products that provide a diversity of deployment types, growth flexibility, advanced
customization through APIs and simple licensing.

This document includes the following sections:

FortiManager VM Overview
FortiManager VM Deployment
FortiManager VM Initial Configuration

FortiManager documentation

The following FortiManager product documentation is available:

FortiManager Administration Guide

This document describes how to set up the FortiManager system and use it to manage
supported Fortinet units. It includes information on how to configure multiple Fortinet units,
configuring and managing the FortiGate VPN policies, monitoring the status of the managed
devices, viewing and analyzing the FortiGate logs, updating the virus and attack signatures,
providing web filtering and email filter service to the licensed FortiGate units as a local
FortiGuard Distribution Server (FDS), firmware revision control and updating the firmware
images of the managed units.

FortiManager device QuickStart Guides

These documents are included with your FortiManager system package. Use these
document to install and begin working with the FortiManager system and Web-based
Manager.

FortiManager Online Help

You can get online help from the FortiManager Web-based Manager. FortiManager online
help contains detailed procedures for using the Web-based Manager to configure and
manage FortiGate units.

FortiManager CLI Reference

This document describes how to use the FortiManager Command Line Interface (CLI) and
contains references for all CLI commands.

FortiManager Release Notes

This document describes new features and enhancements in the FortiManager system for
the release, and lists resolved and known issues. This document also defines supported
platforms and firmware versions.
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e FortiManager VM (VMware) Install Guide

This document describes installing FortiManager VM in your VMware ESX or ESXi virtual
environment.

e FortiManager VM (Microsoft Hyper-V) Install Guide

This document describes installing FortiManager VM in your Microsoft Hyper-V Server 2008
R2 or 2012 virtual environment.
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FortiManager VM Overview

This section provides an overview of FortiManager VM for Microsoft Hyper-V Server 2008 R2

and 2012.

The following topics are included in this section:

e Licensing

e System requirements

¢ Register FortiManager VM with Customer Service & Support

¢ Download the FortiManager VM software

¢ FortiManager VM Evaluation license

Licensing

Fortinet offers the FortiManager VM in a stackable license model. This model allows you to
expand your VM solution as your environment expands. When configuring your FortiManager
VM, ensure to configure hardware settings as outlined in Table 1 and consider future expansion.
Contact your Fortinet Authorized Reseller for more information.

Table 1: FortiManager VM license information

Technical Specification VM-BASE | VM-10-UG | VM-100-UG | VM-1000-UG | VM-5000-UG | VM-U-UG
Hypervisor Support Microsoft Hyper-V Server 2008 R2 and 2012

VM Form Factor Microsoft Hyper-V Server: Virtual Hard Disk (VHD)

HA Support Yes

Virtual CPU Support 1/ Unlimited

(Minimum / Maximum)

Network Interface Support 1/4

(Minimum / Maximum)

Memory Support 2GB / Unlimited

(Minimum / Maximum) The default memory size is 2GB.

Storage Support 80GB/ 16TB

(Minimum / Maximum)

GB / Day of logs 1 2 5 10 25 50
Device Quota 100GB 200GB 1TB 4TB 8TB 16TB
Licensed Network Devices 10 +10 +100 +1000 +5000 Unlimited
Administrative Domains 10 +10 +100 +1000 +5000 Unlimited
Admin Web Portals / 10 +10 +100 +1000 +5000 Unlimited
Maximum Portal Users
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For more information, see the FortiManager product data sheet available on the Fortinet web
site, http://www.fortinet.com/sites/default/files/productdatasheets/FortiManager-VM.pdf.

After placing an order for FortiManager VM, a license registration code is sent to the email
address used in the order form. Use the license registration code provided to register the
FortiManager VM with Fortinet Customer Service & Support at https://support.fortinet.com.

Upon registration, you can download the license file. You will need this file to activate your
FortiManager VM. You can configure basic network settings from the CLI to complete the
deployment. Once the license file is uploaded, the CLI and Web-based Manager are fully
functional.

System requirements

Prior to deploying the FortiManager VM virtual appliance, Microsoft Hyper-V Server (2008 R2 or
2012) must be installed and configured. The installation instructions for FortiManager VM
assume you are familiar with Microsoft Hyper-V server and terminology. For more details, refer
to http://www.microsoft.com/en-us/server-cloud/hyper-v-server/default.aspx.

Register FortiManager VM with Customer Service & Support

To obtain the FortiManager VM license file you must first register your FortiManager VM with
Fortinet Customer Service & Support.

To register your FortiManager VM:

1. Log in to the Fortinet Customer Service & Support portal using an existing support account
or select Create an Account to create a new account.

2. In the toolbar select Asset > Register/Renew.
The Registration Wizard opens.

Figure 1: Registration Wizard

Fi:RTINET =
-
= Home QST Assistance  Download  Feedback - -
CUSTOMER SERVICE & SUPPORT

Register/Renew

Manage/View Products

Registration

Registering Product
Wizard ° YU

nREgistralmnCndE > > > 4

Specify Registration Code
Please enter your product serial number, service contract registration code or license certificate number to start the registration:

QIVLE-T 638-TV7 C-BTG B-YF4 TB

Next

3. Enter the license registration code from the FortiManager VM License Certificate that was
emailed to you and select Next. The Registration Info page is displayed.
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Figure 2: Registration Info page

License

Registration

:Eiﬁ Registration Code > Reg\stration Info > 3 Agreement > 4 Verification > 5 Completion

Specify Fortinet Registration Information
Ifyou have purchased a support contract for this product, you may register it now or later

Support Contract No.:

To help you identify this product, you may enter a description here

Product Description: = FortiManager VIV

Please specify your Fortinet Partner or Reseller helped you with this product
Fortinet Partner:*  WebTech Wireless Inc. M

IP Address: | 17212 44 36|

4. Enter the support contract number, product description, Fortinet Partner, and IP address.

As a part of the license validation process FortiManager VM compares its IP address with the IP
information in the license file. If a new license has been imported or the FortiManager VM’s IP

address has been changed, the FortiManager VM must be rebooted in order for the system to
validate the change and operate with a valid license.

license validation. You must specify an IPv4 address in both the support portal and the port

c The Customer Service & Support portal currently does not support IPv6 for FortiManager VM
management interface.

5. Select Next to continue. The Fortinet Product Registration Agreement page is displayed.

Figure 3: Fortinet Product Registration Agreement

License

Registration

1 Registration Code > egistration Info > Agreement > 4 \Verification > 5 Completion

Fortinet Product Registration Agreement
FortiCare/FortiGuard Service Contract =

THIS IS A LEGALLY BINDING AGREEMENT BETWEEN YOU, THE CUSTOMER, AND FORTINET. BEFORE YOU CONTINUE WITH REGISTRATION OF YOUR FORTICARE OR FORTIGUARD SERVICE CONTRACT (THE
“SERVICES CONTRACT") CAREFULLY READ THE TERMS AND CONDITIONS OF THIS AGREEMENT. BY CLICKING ON THE "ACCEPT" BUTTON., YOU, AS AN ON BEHALF OF CI

CONSENT TO BE BOUND BY AND BECOME A PARTY TO THIS AGREEMENT ("AGREEMENT") AND YOU REPRESENT THAT YOU HAVE READ AND UNDERSTAND THIS AGREEMENT AND HAVE HAD SUFFICIKNT
OPPORTUNITY TO CONSULT WITH COUNSEL, PRIOR TO AGREEING TO THE TERMS HEREIN AND SUBMITTING YOUR REGISTRATION. IF YOU HAVE ANY QUESTIONS OR CONCERNS, OR DESIRE TO SUGGEST ANY
MODIFICATIONS TO THIS AGREEMENT, PLEASE CONTACT THE LOCAL FORTINET SALES REPRESENTATIVE TO BE REFERRED TO FORTINET LEGAL. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT,
DO NOT CONTINUE WITH THE REGISTRATION PROCESS.

The parties to this agreement are Customer and, effective January 1, 2013, either (i) where Customer is located within the Americas, Fortinet, Inc., or (ii) where Customer is located outside of

the Americas, Fortinet Singapore Private Limited (each referred to herein as "Fortinet"). The effective date of this Agreement shall commence upon Customer's acceptance of this Agreement.
Service Contracts are available for Fortinet's commercial networking products and related equipment, including hardware products with embedded software, and software products sold and
licensed to you pursuant to Fortinet's End User License Agreement ("EULA" provided to you with the products, which EULA is incorporated herein by reference and is available at

http://www.fortinet.com/doc/legal/EULA.pdf "Terms and Conditions of Sale"). This Agreement and the Terms and Conditions of Sale represent the entire agreement between the parties with

respect to maintenance and support services and shall supersede all prior representations, discussions, negotiations and agreements, whether written or oral.

1. DEFINITIONS

1.1, "Customer” means any person or entity that has purchased a Service Contract from a FortiPartner.

1.2. "Defective Unit” means a Product purchased by the Customer which has ceased to operate in accordance with Fortinet's Product Documentation.

1.3. "FortiPartner” means a Fortinet authorized distributor or a Fortinet authorized reseller of Fortinet Products and Services.

4 | have read, understood and accepted the contract stated above

6. Select the checkbox to indicate that you have read, understood, and accepted the service
contract, and select Next to continue. The Verification page is displayed.
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Figure 4: Verification page

License
Registration

Lh Registering FortiManager-VM

Registration Code > W8 Registration Info > 3 Agreement > Vermcat\on > 5 Completion

Verification
Important Notice:
READ BEFORE COMPLETING THE REGISTRATION.

Please verify the entitlement preview for and its associated services.
Product Entitlement:
No Contract Term Detail information!

Entitlement calculation is based on any existing warranty or contract services plus the term of your new contract. If you have questions regarding these conditions, please open a ticket for Registration Assistance by dicking here.

B BY ACCEPTING THIS TERMS, YOU ARE ACTIVATING THIS SUPPORT CONTRACT AND THE ENTITLEMNT PERIOD PROVIDED CAN

BE CHANGED. IF YOU WISH TO CONTINUE, CLICK “Confirm” BUTTON TO SUBMIT YOUR REQUEST.

7. The verification page displays the product entitlement. Select the checkbox to indicate that
you accept the terms and select Confirm to submit the request. The Registration Completed
page is displayed.

Figure 5: Registration Completed page

License
Registration

Lh Registering FortiManager-VM

Registration Code > [ Registrationinfo > [N Agreement > Verification > H Completion

Registration Completed

Thank you for choosing Fortinet product. Your registration process has successfully completed. Please be aware that the registration information may not reflect on your product immediately, a
delay (up to 4 hours) can occur.

Product Info

General

Product Model: FortiManager-vM
Serial Number: FMG-VMOA13000079
License Number: FMVMO0005274
Supported Devices: 10
Supported FortiClients: 2500
Registration Date: 2014-02-07
Description: FortiManager VM
Partner: WebTech Wireless Inc.
IP Address: 172.12.44.36
License File: License File Download

Support Coverage

No service coverage!

Registered License(s)
License Type License Number Key Registration Date
FortiManagerVm FMVMO0005274 N/A 2014-02-07

FortiManage VM base license for 10 devices/domains, 1 GB/Day log and 100 GB device quota.

8. In the Registration Completed page you can download the FortiManager VM license file.
Select the License File Download link. You will be prompted to save the license file (.1ic) to
your management computer. See “Upload the FortiManager VM license file” on page 32 for
instructions on uploading the license file to your FortiManager VM via the Web-based
Manager.
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To edit the FortiManager VM IP address:
1. In the toolbar select Asset > Manage/View Products.

The View Products page opens.

Figure 6: View Products page

View Total Records : 2

Products Filter: Off @

£ Setting ~ & Export~ € Advanced Search

Serial Number & Description$ Ship Date ¢
FAZ-VMO0000010996 FortiAnalyzer VM
FMG-VMOA13000079 FortiManager VM

2. Select the FortiManager VM serial number.

The Product Details page opens.

Figure 7: Product Details page

Product FortiManager-vVivi

Details FMG-VMOAT300M

Please enter product SN or description. Q
Registration Date$
2014-02-07

2014-02-07

@ Back To List

Information
n
@ Location

2 Entitlement

P License

Registration
E& Renew Contract
4 Add Licenses
@ FNDN Trial

Assistance
i= Ticket List
8, Technical Request
Customer Service
A DOA Request
=¢ RMA Request

P WebChat

Product Info

General

Product Model:

Serial Number:
License Number:
Supported Devices:
Supported FortiClients:
Registration Date:
Description

Partner:

IP Address:
License File:

Edit

FortiManager-VM
FMG-VMOA1300
FMVMO00

10

2500

2014-02-07
FortiManager VM
WebTech Wireless Inc.
172.12.44.36

License File Download

3. Select Edit to change the description, partner information, and IP address of your

FortiManager VM Overview Page 11
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The Edit Product Info page opens.
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Figure 8: Edit Product Info page

Product FortiManager-vM

Details FMG-VMOA1300M8%

@ Back To List

Information Edit Product Info
n

@ Location

Description:

FortiManager VM
2 Entitlement

P License

Partner Info:
WebTech Wireless Inc v
Registration
BR Renew Contract

IP Address:

17212 44 36
=+ Add Licenses You can update IP address for 5 time(s).

@ FNDN Trial

i= Ticket List

8, Technical Request
Customer Service
A DOA Request

=2 RMA Request

iy WebChat

4. Enter the new IP address and select Save.

You can change the IP address five (5) times on a regular FortiManager VM license. There is no
restriction on a full evaluation license.

5. Select the License File Download link. You will be prompted to save the license file (.1ic) to
your management computer. See “Upload the FortiManager VM license file” on page 32 for
instructions on uploading the license file to your FortiManager VM via the Web-based
Manager.

Download the FortiManager VM software

Fortinet provides the FortiManager VM software for Hyper-V environments in two formats:

e FMG_VM64_HV-v500-buildOxxx-FORTINET.out: Download this firmware image to upgrade
your existing FortiManager VM installation.

¢ FMG_VM64_HV-v500-buildOxxx-FORTINET.out.hyperv.zip: Download this package for a
new FortiManager VM installation.

The FMG_VM64_HV-v500-buildOxxx-FORTINET.out.hyperv.zip file folder contains the following
file:

¢ fmg.vhd: Virtual hard disk (VHD) format file.

FortiManager VM Overview Page 12 FortiManager VM (Microsoft Hyper-V) Install Guide



Firmware images in the Customer Service & Support portal directories are organized by
firmware version, major release, and patch release. FortiManager VM image for Microsoft
Hyper-V are identified by the HV in the image name. The firmware images in the directories
follow a specific naming convention and each firmware image is specific to the device model.
For example, the FMG_VM64_HV-v500-build0618-FORTINET.out.hyperv.zip image found in the
v5.2.0 directory is specific to the FortiManager VM Microsoft Hyper-V server environment.

You can download the FortiManager Release Notes, and MIB file in this directory. The Fortinet
! Core MIB file is located in the main FortiManager v5.00 directory.

To download the FortiManager VM .hyperv.zip package:
1. In the toolbar, select Download > Firmware Images.
The Firmware Images page opens.

Figure 9: Firmware images page

Firmware
Images

Fortinet Firmware Images And Software Releases =

Welcome to the Firmware Images download center for Fortinet's extensive line of security solutions

Select Product

FortiManager v

Downloading via FTP is not secure, HTTPS is recommended. Please always verify your image by checksum code before installation. In case your browser has
problem to show below content, click here.

Image File Path
/ FortiManager/

Image Folders/Files

Name Size (KB) Date Created Date Medified
= v2.50 Directory 2003-12-19 14:12:52 2003-12-19 14:12:52
=] v2.80 Directory 2005-08-30 05:08:20 2005-08-30 05:08:20
[~} v3.00 Directory 2010-04-16 17:04:37 2010-04-16 17:04:37
==} v4.00 Directory 2013-02-20 18:02:25 2013-02-20 18:02:25
==} v5.00 Directory 2014-04-04 15:04:01 2014-04-04 15:04:01

2. Select FortiManager from the drop-down list and select Download.
3. Browse to the appropriate directory for the version that you would like to download.
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Figure 10:Directory example

Image Folders/Files

Up to higher level directory

Name
FMG_1000C-v500-build0618-FORTINET.out
FMG_1000D-v500-build0618-FORTINET.out
FMG_100C-v500-build0618-FORTINET.out
FMG_200D-v500-build0618-FORTINET.out
FMG_3000C-v500-build0618-FORTINET.out
FMG_300D-/500-build0618-FORTINET.out
FMG_4000Dv500-build0618-FORTINET.out
FMG_4000E-v500-build0618-FORTINET.out
FMG_400C-v500-build0618-FORTINET.out
FMG_VM32-v500-build06 18-FORTINET. out
FMG_VM32-v500-build06 18-FORTINET. out.ovf.zip
FMG_VMB4_HV-v500-build0618-FORTINET.out
FMG_VMB4_HV-v500-build0618-FORTINET.out hyperv.zip
FMG_VMB4-v500-build06 18-FORTINET. out
FMG_VM84-v500-build06 18-FORTINET. out.ovf.zip
fortimanager-v5.2.0-release-nates.pdf
fortimanager-v5.2.0-upgrade-guide.pdf
FORTINET-FORTIMANAGER-FORTIANALYZER-MIB.mib

Size (KB)

59,132

58,090

55,035

55,238

59,686

57,399

59,486

59,433

57,050

57,972

56,566

59,529

58,145

58,672

58,266

227

840

17

Date Created

2014-08-25 14:08:45

2014-08-25 14:08:50

2014-08-25 14:08:20

2014-08-25 14:08:34

2014-08-25 14:08:54

2014-08-25 14:08:39

2014-08-25 14:08:59

2014-08-25 14:08:02

2014-08-25 14:08:42

2014-08-25 14:08:05

2014-08-25 14:08:19

2014-08-25 14:08:12

2014-08-25 14:08:25

2014-08-25 14:08:00

2014-08-25 14:08:22

2014-09-23 16:09:08

2014-09-23 16:09:08

2014-08-25 15:08:38

Date Modified

2014-08-25 14:08:45 HITPS ETP  Checksum
2014-08-25 14:08:50 HTTPS FTP  Checksum
2014-08-25 14:08:29 HTTPS  FTP  Checksum
2014-08-25 14:08:34 HITPS ETP  Checksum
2014-08-25 14:08:54 HITPS ETP  Checksum
2014-08-25 14:08:39 HTTPS FTP  Checksum
2014-08-25 14:08:59 HTTPS  FTP  Checksum
2014-08-25 14:08:02 HITPS ETP  Checksum
2014-08-25 14:08:42 HITPS ETP  Checksum
2014-08-25 14:08:05 HTTPS FTP  Checksum
2014-08-25 14:08:49 HTTPS  FTP  Checksum
2014-08-25 14:08:12 HITPS ETP  Checksum
2014-08-25 14:08:25 HITPS ETP  Checksum
2014-08-25 14:08:09 HTTPS FTP  Checksum
2014-08-25 14:08:22 HTTPS  FTP  Checksum
2014-09-23 16:09:08 HITPS ETP  Checksum
2014-09-23 16:09:08 HITPS ETP  Checksum
2014-08-25 15:08:38 HTTPS  FTP  Checksum

4. Download the .hyperv. zip file and FortiManager Release Notes, and save these files to
your management computer.

5. Select the .hyperv. zip file on your management computer and extract the files to a new
file folder. See “Create the FortiManager VM virtual machine” on page 16 for information on
deploying the VHD file to your Hyper-V server environment.

FortiManager VM Evaluation license

FortiManager VM includes a free 15-day trial license that includes all features. No activation is
required for the built-in evaluation license. The trial period begins the first time you start
FortiManager VM. Once the trial expires, functionality is disabled until you upload a license file.

Figure 11:Expired license dialog box

FortiManager VM Overview

License File: [ cronse File | No file chosen

0K ||

Page 14

Technical support is not included with the 15-day evaluation.
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Contact your Fortinet Reseller to request a full evaluation (60-days) FortiManager VM license.
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FortiManager VM Deployment

Once you have downloaded the .hyperv.zip file and extracted the package contents to a
folder on your Microsoft server, you can deploy the VHD package to your Microsoft Hyper-V

environment.

The following topics are included in this section:

Create the FortiManager VM virtual machine

Configure FortiManager VM hardware settings
e Start the FortiManager VM

Create the FortiManager VM virtual machine

To create the FortiManager VM virtual machine:

1. Launch the Hyper-V Manager in your Microsoft server.

The Hyper-V Manager home page opens.

Figure 12:Hyper-V Manager home page

EE|

File Action View Help

Hyper-V Manager

@ =|[m]

33 Hyper-V Manager

e
E= winzo12 ==

Hyper-V Maniager provides the tools and information you can use te manage a vitualization server.

Actions

Introduction

@

You can use vitual machines to run diferert workloads. Each virtual machine runs in an isolated execution environmert. which gives you the
flexibiity to un diferent operating systems and applications on one physical computer

Avituslization serveris a physical computer that provides the resources required to run virual machines. You can use Hyper-V Managerto creae,
corfigure, and manags the vitual machines on a vitualization server,

Hyper-V Manager

%3 Connectto Server..

View

Help

2. Select the server in the right-tree menu. The server details page is displayed.
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Figure 13:Server page

Ll

File Action View Help

Hyper-V Manager

33 Hyper-V Manager H Actions
L T T | WiN2012 -
Tmport Virtual Machine.. Hord Disk... Uzage Il [[A=signed MemoryM|Uptime Statis) - New » |
2043 M8 39.07:33:49
Hyper-V Settings. Floppy Disk.. 048 g PP % Import Virtual Machine...
Virtual Switch Manager.. bo&bi23  Running 1% 2043 M8 28.03:47:44 [7) Hyper-V Settings.
Virtual SAN Manager... OF FT Virtual Switch Manager..
S ——— ] g
Inspect Disk... Running 0% 1024 MB 1053712 A Edit Disk.
Stop Service Ehine: O (Ll Inspect Disk...
Ry Running 0% 1024 MB 39.1927:30 <] |® stop Serice
Refresh D kd 7< Remove Server
View > @) | |3 Refresh
(E=p o her VM HV - (10/22/2013 - 4:30:09 PM) View 4
51~ 2 Fortibanager VM HY - (10/22/2013 - 4:30:21 PM) H Help
P Now
FortiManager VM HV =
=i Connect..
54 Settings..
®) Tum Off.
Shut Down..
Save
Il Pause
FortiManager VM HV Ib Reset
s Snapshat
Created: 10/22/2013 3:42:20 P Clustered: No 9 Revert..
- Notes:  None Heartbeat: OK (No Application Data) 2 Move..
=] Rename.
¥ Enable Replication...
Summary | Memory | Networking | Replication H Help

Displays the New Virtual Machine Wizard

3. Right-click the server and select New and select Virtual Machine from the menu. Optionally,
in the Actions menu, select New and select Virtual Machine from the menu.

The New Virtual Machine Wizard opens.

Figure 14:New Virtual Machine Wizard

i New Virtual Machine Wizard

! | .
[ | Before You Begin
=

Before You Begin

Specify Name and Location

This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

] To create a virtual machine, do one of the following:

Configure Metworking

« Click Finish to create a virtual machine that is configured with default values.

Connect Virtual Hard Disk « Click Next to create a virtual machine with a custom configuration.

Installation Options

Summary

[] Do not show this page again

Next > | | Finish | | Cancel

4. Select Next to create a virtual machine with a custom configuration.
The Specify Name and Location page is displayed.
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Figure 15:Specify Name and Location page

L New Virtual Machine Wizard -
| - -
[ | Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Assion Memory identify this virtual machine, such as the name of the guest operating system or workload.
Configure Networking Mame: ‘Fom‘Manager VM-HY|

Connect Virtual Hard Disk You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Installation Options folder, the virtual machine is stored in the default folder configured for this server.

Summary [] store the virtual machine in a different location

C:\ProgramDataMicrosoft\Windows\Hyper-v\

< Previous | | Next > | | Finish | | Cancel

5. Enter a name for this virtual machine. The name is displayed in the Hyper-V Manager.
Select Next to continue. The Assign Memory page is displayed.

Figure 16:Assign Memory page

LY MNew Virtual Machine Wizard -
| -
[ I Assign Memory
=
Before You Begin Specify the amount of memory to allocate to this virtual machine. You can spedfy an amount from &

§ X MB through 14100 MB. To improve performance, spedfy more than the minimum amount recommended
Specify Name and Location for the operating system. !

Configure Networking
Use Dynamic Memary for this virtual machine.
Ci t Virtual Hard Disk
onnect Virtual Hard Disl
. lﬁl When you decide how much memory to assign to a virtual machine, consider how you intend to
TEE EI R TRTE ~  use the virtual machine and the operating system that it will run.
Summary

< Previous || Next > || Finish || Cancel

6. Specify the amount of memory to allocate to this virtual machine. The default memory for
FortiManager VM is 2GB (2048MB).

Select Next to continue. The Configure Networking page is displayed.
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Figure 17:Configure Networking page

i New Virtual Machine Wizard -
[ * If Configure Networking

==

Before You Begin

Each new virtual machine incudes a network adapter. You can configure the network adapter to use a

Specify Name and Location virtual switch, or it can remain disconnected.

Assign Memary Connection: | viruall

Configure Networking

Connect Virtual Hard Disk

Installation Options

Summary

< Previous | | Next > | | Finish | | Cancel

7. Each new virtual machine includes a network adapter. You can configure the network
adapter to use a virtual switch, or it can remain disconnected. FortiManager VM requires four
network adapters. You must configure network adapters in the Settings page.

Select Next to continue. The Connect Virtual Hard Disk page is displayed.

Figure 18:Connect Virtual Hard Disk page

- MNew Virtual Machine Wizard -
| .
[ | Connect Virtual Hard Disk
=
Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedify the
Ty N e et storage now or configure it later by modifying the virtual machine’s properties.
Assign Memory O Create a virtual hard disk
Configure Networking Use this option to create & dynamically expanding virtual hard disk with the default format (VHDX).
Connect Virtual Hard Disk FortiManager VM-HV.vhdx
Summary

C:\Users\Public\Documents\Hyper-V\¥irtual Hard Disks\,

127| GB {(Maximum: 54 TB)

(@) Use an existing virtual hard disk

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: |';: \Wsers\Administrator \Desktop FMG-HY g, vhd ‘ | Browse...

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous || Next > || Finish H Cancel

8. Select to use an existing virtual hard disk and browse for the fmg. vhd file that you
downloaded from the Fortinet Customer Service & Support portal.

Select Next to continue. The Summary page is displayed.
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Figure 19:Summary page

.

New Virtual Machine Wizard -

!b* |r Completing the New Virtual Machine Wizard

Before You Begin ‘You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

followi tual machine.
Specify Name and Location LGRS R L

Assign Memory Eeamins
Configure Networking MName: FortiManager VM-HY
Connect Virtual Hard Disk Memory: 2048 MB

Network:  viruall

Hard Disk:  C:\Users\Administrator\Desktop\FMG-HV\fmg.vhd (VHD, dynamically expanding)

To create the virtual machine and dose the wizard, dick Finish.

9. To create the virtual machine and close the wizard, select Finish.

Configure FortiManager VM hardware settings

Before powering on your FortiManager VM you must configure the virtual CPU, and create
network adapters and virtual disk configuration to match your FortiManager VM license. See

“FortiManager VM license information” on page 7 for FortiManager VM license information.

It is recommended to configure the FortiManager VM hardware settings prior to powering on
the FortiManager VM.

To configure settings for FortiManager VM on the server:

1. In the Hyper-V Manager, locate the name of the virtual machine, right-click the entry, and

select Settings from the menu. Optionally, you can select the virtual machine and select
Settings in the Actions menu.
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Figure 20:Hyper-V Manager

|
53 Hyper-V Manager |
Ea winzo12 Virtual Machines
Name - State CPU Usage Assigned Memory  Uptime Status [~ New »
3 b2 21774723 off ‘
3 623183 steven Runring 0% 2048 MB 18.08:17.47 | |G imeertVirtus! Machine...
5 b2323624 Running 47 2048 MB 1083213 Hyper-V Settings.
5 mgAthurb219645t23  Running 0% 2048 MB 28043142 1 Virtual Switch Manager.
£ fmateb20020 o _| |4l vittusl SAN Manager...
3 FortiGate- VMEA-HV Running 0% 1024 MB 25.06:25:41 =
V oz o Edit Disk.
3 fvmb24senc Connect. B 1.0621:09 (L Inspect Disk...
3 New Virtual Machine | Settings.. @ Stop Service
3 m 39.2011:27 =
Start ¥ | K Remove Server
Snapshots Snapshot (@ | |G Refresh
Revert.. i
=i FotiManager VM HY -(10/ - View 4
=5 Sy Fortibanager VI HV - Move.. H Heb
b Now Exportu. B
Rename...
. =5 Connect.
Enable Replication... 5 Settings.
Help © st
Sx Snapshot
“) Revertu.
2 Movew
FortiManager VM HV Sl Beport..
=] Rename..
Created: 10/22/2013 34220 PM Clustered: No ¢ Delete..
Motes:  None 40 Ensble Replication...
H Help
Summary ‘ Memory | Networking | Replication |

Displays the virtual machine settings user interface.

The Settings page is displayed.

Figure 21:Settings page

1 Virtual processor
= [Eil 1DE Controller 0

Fibre Channel Adapter
RemoteFy 30 Yideo Adapter

[Fortibanager V-HY v 4 b |G
A Hardware ~ 1| ¥ AddHardware
4’@ Add Hardware
You can use this setting to add devices to your virtual machine.
& BIOS
Boot from CD Select the devices you want to add and dick the Add button.
I Memory 551 Controller
2048 MB
=] n Processar Legacy Network Adapter

@ Hard Drive
g
= il IDE Controller 1
{4 DVD Drive A network adapter requires drivers that are installed when you installintegration
e services in the guest operating system.

® SCSI Controller
® [ Network Adapter
viruall

¥ comi

None
T comz
Nene

I Diskette Drive
None

# Management
Name
FortiManager VM-HV
Integration Services
All services offered
{5 Snapshot File Location
C:\ProgramDataMicrosoft\Win...
i Smart Paging File Location
C:\ProgramDataWMicrosoftiin... —
I Automatic Start Action
Restart if previously running v

Apply

2. Configure virtual processors, network adapters, and virtual hard drive settings.
3. Select Apply to save the settings and then select OK to close the settings page.
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FortiManager VM virtual processors

You must configure FortiManager VM virtual processors in the server settings page. The number
of processors is dependent on your server environment.

Configure FortiManager VM virtual processors:
1. In the Settings page, select Processor from the Hardware menu.
The Processor page is displayed.

Figure 22:Processor page

D Processor

*fou can modify the number of virtual processors based on the number of processors on
the physical computer. You can also modify other resource control settings.

) ~
MNumber of virtual processars: Bl

Resource control
You can use resource controls to balance resources among virtual machines.

Virtual machine reserve (percentage): Ijl

Percent of total system resources: 0

Virtual machine limit {percentage):

Percent of total system resources: 75

Relative weight:

2. Configure the number of virtual processors for the FortiManager VM virtual machine.
Optionally, you can use resource controls to balance resources among virtual machines.

3. Select Apply to save the settings.

FortiManager VM network adapters

You must configure FortiManager VM network adapters in the server settings page.
FortiManager VM supports four network adapters.

Configure FortiManager VM network adapters:

1. Inthe Settings page, select Add Hardware from the Hardware menu, select Network Adapter
in the device list, and select the Add button.

The Network Adapter page is displayed.
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Figure 23:Network Adapter page

I Network Adapter

™

Spedify the configuration of the network adapter or remove the network adapter.
Virtual switch:
|Broadc0m Met¥treme Gigabit Ethernet - Virtual Switch w

VLAM ID
[] Enable virtual LAN identification

%

Bandwidth Management
[] Enable bandwidth management

L1

To remove the network adapter from this virtual machine, dick Remove.

Remove

E@J Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are notinstalled in the guest operating system.

2. You must manually configure four network adapters for FortiManager VM in the settings
page. For each network adapter, select the virtual switch from the drop-down list.

3. Select Apply to save the settings.

FortiManager VM virtual hard disk
You must configure the FortiManager VM virtual hard disk in the server settings page.
FortiManager VM requires at least two virtual hard disks. Before powering on the FortiManager

VM, you need to add at least one more virtual hard disk. The default hard drive, fmg. vhd,
contains the operating system. The second hard drive will be used for logs.

If you know your environment will expand in the future, it is recommended to add hard disks
larger than the 200GB FortiManager VM base license requirement. This will allow your
environment to be expanded as required while not taking up more space in the SAN than is
needed.

 , FortiManager VM allows for twelve virtual log disks to be added to a deployed instance. When
m ) adding additional hard disks to your FortiManager VM use the following CLI command to

» extend the LVM logical volume:
; execute lvm start

execute lvm extend <arg ..>

\
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Create a FortiManager VM virtual hard drive:

1. In the Settings page, select IDE Controller 0 from the Hardware menu.

Figure 24:Settings page

[Forti Y HY = 4 G
% Hardware £l IDE Controller
V1 add Hardware
W BIOS ‘fou can add hard drives and CD/DYD drives ko your IDE controller,
Boot: from C0 Select the type of drive vwou want to attach to the controller and then click Add.
i Mermory
245 B DD Drive

D Processor
1 Wirtual processar

= IDE

(@ Hard Drive

ont a

i IDE Controller 1

T comz

[ Diskette Drive

rhd
Add

4 DND Dri
- i e “ou can configure a hard drive to use a virtual hard disk or a physical hard disk after
7_ ons you attach the drive to the controller,
B¢ 551 Contraller
W metwork Adapter
Local Area Connection - Yirtual Met.,,
T comy

=2

.

5| Inkegration Services
All services offered

\g_ Snapshat File Location
CH\ProgramDataiMicrosoftiwinda..

¥) Aukomatic Skart Action
Restart if previously running

) Aukomatic Stop Action

W HY

[o]'4 I Cancel | Aol |

2. Select the type of drive you want to attach to the controller and then select Add.

The Hard Drive page is displayed.
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Figure 25:Hard Drive page

(= Hard Drive

‘fou can change how this virtual hard disk is attached to the virtual machine. IF an
operating system is installed on this disk, changing the attachment might prevent the
wirtual machine from skarting.

Controller: Location:
IDE Controller 0 j |1 {in use) j
—Media

Yol can compact or corvert a virtual hard disk by editing the .vhd file. Specify the
full path ko the File.

& yirtual hard disk ¢ whd file:

ew | Edit Inspect Browse...

£ Physical hard disks
I j‘
I If the physical hard disk you wankt to use is not listed, make sure that the

disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

Ta remave the virtual hard disk, click Remowe. This disconnects the disk but does nat

delete the .vhd file.
Remove |

3. Select New to create a new virtual hard disk.
The New Virtual Hard Disk Wizard opens.

Figure 26:New Virtual Hard Disk Wizard
(=] New Virtual Hard Disk Wizard -

_‘::;’ Before You Begin
Before You Begin This wizard helps you create a new virtual hard disk. Virtual hard disks provide storage for virtual

Choose Disk Format machines and are stored on physical media as .vhd or .vhdx files.

Choose Disk Type
Specify Name and Location
Configure Disk

Summary

[7] Do not show this page again

Next > | | Finish | | Cancel

4. This wizard helps you to create a new virtual hard disk.
Select Next to continue. The Choose Disk Format page opens.
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Figure 27:Choose Disk Format page

Lo New Virtual Hard Disk Wizard -

;:111/; Choose Disk Format

Before You Begin What format do you want to use for the virtual hard disk?
Choose Disk Format ) VHD
Choose Disk Type Supports virtual hard disks up to 2,040 GB in size.
Specify Mame and Location (®) VHDX
Configure Disk This format supports virtual disks up to 64 TB and is resiient to consistency issues that might occur
5 from power failures. This format is not supported in operating systems earlier than Windows
ummary
Server 2012,
< Previous | | Next > | | Finish | | Cancel

5. Select to use VHDX format virtual hard disks. This format supports virtual disks up to 64TB
and is resilient to consistency issues that might occur from power failures. This format is not
supported in operating systems earlier that Windows Server 2012.

Select Next to continue. The Choose Disk Type page opens.

Figure 28:Choose Disk Type page

L New Virtual Hard Disk Wizard -

:a:?J Choose Disk Type

Before You Begin What type of virtual hard disk do you want to create?

Choose Disk Format () Fixed size

Choose Disk Type This type of disk provides better performance and is recommended for servers running applications
Spedfy N Slir=n with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
peary Name and Locaton virtual hard disk and does not change when data is deleted or added.
Configure Disk . )
(® Dynamicaly expanding

LR This type of disk provides better use of physical storage space and is recommended for servers

running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

() Differencing

This type of disk is assodiated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, so that you can revert the changes easily. All children must have the same virtual hard disk
format as the parent (VHD or VHDX).

< Previous || MNext > || Finish || Cancel
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6. Select the type of virtual disk you want to use. Select one of the following disk types:

¢ Fixed size: This type of disk provides better performance and is recommended for
servers running applications with high levels of disk activity. The virtual hard disk file
that is created initially uses the size of the virtual hard disk and does not change when
data is deleted or added.

¢ Dynamic expanding: This type of disk provides better use of physical storage space
and is recommended for servers running applications that are not disk intensive. The
virtual disk file that is created is small initially and changes as data is added.

¢ Differencing: This type of disk is associated in a parent-child relationship with another
disk that you want to leave intact. You can make changes to the data or operating
system without affecting the parent disk, so that you can revert the changes easily. All
children must have the same virtual hard disk format as the parent (VHD or VHDX).

Select Next to continue. The Specify Name and Location page opens.

Figure 29:Specify Name and Location

= MNew Virtual Hard Disk Wizard -
’-:_;; Specify Name and Location

Before You Begin Spedify the name and location of the virtual hard disk file.

Choose Disk Format Name: ‘FortiManager VM HY Virtual Hard Disk File] vhdx |

Choose Disk Type

e T e Location: ‘C: Wsers\Public\Documents\Hyper-Vyirtual Hard DisksY, || Browse...

Configure Disk

Summary

< Previous | | Next > | | Finish | | Cancel

7. Specify the name and location of the virtual hard disk file. Use the Browse button to select a
specific file folder on your server.

Select Next to continue. The Configure Disk page opens.
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Figure 30:Configure Disk page

Lo New Virtual Hard Disk Wizard -

1:31?; Configure Disk

Before You Begin ‘You can create a blank virtual hard disk or copy the contents of an existing physical disk.

Choose Disk Format (®) Create a new blank virtual hard disk

Choose Disk Type Size: GB (Maximum: &4 TB)

Specify Mame and Location

- () Copy the contents of the spedfied physical disk:
Physical Hard Disk Size
Summary

% \PHYSICALDRIVED 1863 GB
1\ PHYSICALDRIVE L 125MB
1\ PHYSICALDRIVE2 125MB
W \PHYSICALDRIVE3 125MB
W \PHYSICALDRIVES 125 MB

) Copy the contents of the spedfied virtual hard disk

< Previous | | Next > | | Finish | | Cancel

8. Select to create a new blank virtual hard disk and enter the size of the disk in GB. The
maximum size is dependent on your server environment.

Select Next to continue. The Summary page opens.

Figure 31:Summary page

P New Virtual Hard Disk Wizard [x]

::31?; Completing the New Virtual Hard Disk Wizard

Before You Begin ‘ou have successfully completed the Mew Virtual Hard Disk Wizard. You are about to create the
. following virtual hard disk.
Choose Disk Format

Choose Disk Type Description:

Spedify Name and Location Format:  VHDX
Type: dynamically expanding

Configure Disk
Mame: FortiManager ¥M HY Virtual Hard Disk File. vhdx
Location: C:\Users'Public\Documents\Hyper-V\Virtual Hard Disks

Size: 80 GB

To create the virtual hard disk and dose this wizard, dick Finish.

9. The summary page provides details of the virtual hard disk. Select Finish to create the virtual
hard disk.

10.Select Apply to save the settings and select OK to exit the settings page.
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Start the FortiManager VM

You can now proceed to power on your FortiManager VM. Select the name of the FortiManager
VM in the list of virtual machines, right-click, and select Start in the menu. Optionally, you can
select the name of the FortiManager VM in the list of virtual machines and select Start in the
Actions menu.

Figure 32:Start the FortiManager VM virtual machine
B e oo

File Action View Help

«=| z[E 1=

53 Hyper-V Manager Actions
Ha winzo12 Virtual Machines B -
Name - State CPU Usage Assigned Memory  Uptime Status. A New »
3 2021774723 OFf
5 023183 steven Runring % 2043 MB 39092649 [= Import Virtual Machine...
3 226 Running 0% 2048 M 1.0941:16 %) Hyper-V Settings.
3 fmg-Athurb218646123  Running 1 2048 UE 23054044 2 Virtual Switch Manager...
fmghv5200:20 o
& mahy _| |l virual SAN Manager...
2 FomGate VMES-HV Runring 0% 1024 MB 29.07:34.44 =
o ¢ Edit Disk
3 Rvmb24deric Connect.. 1024 MB 1.07:30:12 (El Inspect Disk...
& New Vitual Settings... (@ Stop Service
Sm 1024 MB 33.21:20:30
[ stan ~| | % Remove Server
Snapshots Snapshot (&) | |Cu Refresh
=3 Forians Revert ew 4
- F Forb Move... ) [ Help
[ Export.. "
Rename.
= Connect.
Delete. |
Enable Replication. 52 Settings
Help © Stert I
S Snapshot
4 Revert.,
5 Move
FortiManager VM HV e Export
=] Rename..
Created: 10/22/2013 34220 PM Clustered: No e Delete..
Motes:  None &8 Enable Replication.
H Hep
Summary | Memory | Networking | Replication |

Starts the selected virtual machine.
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FortiManager VM Initial Configuration

Before you can connect to the FortiManager VM Web-based Manager you must configure basic
configuration via console in Microsoft Hyper-V Server. Once configured, you can connect to the
FortiManager VM Web-based Manager and upload the FortiManager VM license file that you
downloaded from the Customer Service & Support portal.

The following topics are included in this section:

e FortiManager VM console access

e Connect to the FortiManager VM Web-based Manager
¢ Upload the FortiManager VM license file

e Configure your FortiManager VM

FortiManager VM console access

To enable Web-based Manager access to the FortiManager VM you must configure the port1 IP
address and network mask of the FortiManager VM.
To configure the port1 IP address and netmask:

1. In the list of virtual machines, select the FortiManager VM that you deployed, right-click, and
select Connect from the menu.

The Console window appears

Figure 33:FortiManager VM console access

Actions

Virtual Machines
WIN2012 =

MName - State CPUUsage  Assigned Memory  Uptime Status ~ New
3 023183 steven Funning 0% 2043 MB 39065413
3 23223624 Running 0% 2048 MB 1070833 Ls Import Virtual Machine...
3 fmoAthurb213-646t23  Running 0% 2048 MB 23.0208:08 % Hyper-V Settings...
- 1o FortiManager VM HV on WIN2012 - Virtual Machine Connection | =5 - T1 Virtual Switch Manager...

) Virtual SAN Manager..

File Action Media Clipboard View Help
@ 0O NI ks

[’
Loading umlinuz (L Inspect Disk...
0
~
'

[
B

% Edit Disk...

Loading +rootfs.gz

(=) Stop Service

~

Remove Server

Sn &) Refresh
View 3
[Starting LUM volume done H Help
reating swapfile...Done FortiManager VM HV -
=i Connect... I
Initialize file systems... -
ion: u5.0-build023Z branchptZ3Z 13091Z (Interim) g Seftings...
ew version: v5.0-build0232 branchpt23Z 130912 (Interim) (® Tum Off..
FMG-UNB4-HU login: @ ShutDown..
[FHG-UN64-HV login: GUI started. © Save
Il Pause
Fol b Reset
s Snapshot
¥ Move...
Status: Running ELTY =] Rename..
= 4 Enable Replication...
H Hep

Summary | Memory | Networking | Replication
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2. Atthe FortiManager VM login prompt enter the user name admin and password. The default
password is ho password.
3. To configure the port1 IP address and netmask, enter the following CLI commands:
config system interface
edit portl
set ip <IP address Netmask>

end

/ |
,~7 ~ The port management interface should match the first network adapter and virtual switch that
you have configured in the Microsoft Hyper-V Server virtual machine settings.

license validation. You must specify an IPv4 address in both the support portal and the port

c The Customer Service & Support portal currently does not support IPv6 for FortiManager VM
management interface.

4. To configure the default gateway, enter the following CLI commands:
config system route
edit 1
set device portl
set gateway <IP address Netmask>
end

Connect to the FortiManager VM Web-based Manager

Once you have configured the port1 IP address and network mask, launch a web browser and
enter the IP address you configured for the port management interface. At the login page, enter
the user name admin and password and select Login. The default password is no password.
The Web-based Manager will appear with an Evaluation License dialog box, see Figure 34.

By default, the Web-based Manager is accessible via HTTPS.
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Figure 34:Web-based Manager and Evaluation License dialog box

ERATINET

You are currently in evaluation mode
14 day(s) until expiration

Remind Later

Upload the FortiManager VM license file

Every Fortinet VM includes a 15-day trial license. During this time the FortiManager VM
operates in evaluation mode. Before using the FortiManager VM you must enter the license file
that you downloaded from the Customer Service & Support portal upon registration.

To upload the FortiManager VM licence file:

1. In the Evaluation License dialog box, select Enter License. Optionally, select Upload License
in the License Information dashboard widget.

You can also upload the license file via the CLI using the following CLI command:

execute add-vm-license <vm license string>

You can open the FMG-VM.lic license file using Wordpad or Notepad++.
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The license upload page opens.

Figure 35:License upload page

|vM License Upload

Upload License File

=4 General

18 Dashboard.

(- [55 Admin
{3 Advanced

2. Select Browse and locate the license file (.1ic) on your computer. Select OK to upload the
license file.

You will receive a reboot message. The FortiManager VM system will reboot and load the
license file.

3. Refresh the browser to login.

4. Enter admin in the Name field and select Login. The VM registration status appears as valid
in the License Information widget once the license has been validated.

As a part of the license validation process FortiManager VM compares its IP address with the IP
information in the license file. If a new license has been imported or the FortiManager’s IP

W address has been changed, the FortiManager VM must be rebooted in order for the system to
validate the change and operate with a valid license.

5. If the IP address in the license file and the IP address configured in the FortiManager VM do
not match, you will receive the following error message dialog box when you log back into
the VM.
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Figure 36:VM license file is invalid dialog box
---
F::RTINET.
VM license is invalid because system can not find the matched management

IP.
Please upload a valid license file or configure the appropriate management IP.

Enter License Cancel

If this occurs, you will need to change the IP address in the Customer Service & Support
portal to match the management IP and re-download the license file. To change the
management IP address, see “To edit the FortiManager VM IP address:” on page 11.

After an invalid license file is loaded to FortiManager VM, the Web-based Manager will be
locked until a valid license file is uploaded.

Configure your FortiManager VM

Once the FortiManager VM license has been validated you can begin to configure your device.
For more information on configuring your FortiManager VM, see the FortiManager
Administration Guide available at the Fortinet Document Library.

. In VM environments, it is recommended that you clone the VM instance. In the event of an issue
& . .
! with the firmware upgrade, you can to revert to the VM clone.
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Product License Agreement

The parties to this agreement are you, the end customer, and either (i) where you have
purchased your Product within the Americas, Fortinet, Inc., or (ii) where you have purchased
your Product outside of the Americas, Fortinet Singapore Private Limited (each referred to
herein as "Fortinet") .CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT (THE OR THIS
“AGREEMENT” OR “EULA”"). USE OF FORTINET PRODUCT(S) AND ANY UPDATES THERETO,
INCLUDING HARDWARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED
THEREIN BY FORTINET, AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY FORTINET
(TOGETHER, THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY YOU OF THE
PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE BOUND BY ANY ADDITIONAL
AND/OR CONFLICTING PROVISIONS IN ANY ORDER, RELEASE, ACCEPTANCE OR OTHER
WRITTEN CORRESPONDENCE OR OTHER WRITTEN OR VERBAL COMMUNICATION
UNLESS EXPRESSLY AGREED TO IN A WRITING SIGNED BY THE GENERAL COUNSEL OF
FORTINET. YOUR INSTALLATION OR USE OF ANY PRODUCT REPRESENTS AGREEMENT TO
THE TERMS HEREIN, AS AMENDED OR UPDATED FROM TIME TO TIME IN FORTINET’S
DISCRETION BY FORTINET PUBLISHING AN AMENDED OR UPDATED VERSION. IF YOU DO
NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, DO NOT START THE
INSTALLATION PROCESS OR USE THE PRODUCTS. IF YOU DO NOT AGREE TO THE
PROVISIONS OF THIS AGREEMENT, YOU SHOULD IMMEDIATELY, AND IN NO EVENT LATER
THAN FIVE (5) CALENDAR DAYS AFTER YOUR RECEIPT OF THE PRODUCT RETURN THE
PRODUCTS TO THE LOCATION WHERE YOU OBTAINED THEM FOR A FULL REFUND FROM
THE PARTNER SELLING TO YOU.

1. License Grant.

This is a license, not a sales agreement, between you and Fortinet. The term "Software", as
used throughout this Agreement, includes all Fortinet and third party firmware and software
provided to you with, or incorporated into, Fortinet appliances and any stand-alone software
provided to you by Fortinet, with the exception of any open source software contained in
Fortinet’s Products which is discussed in detail in section 15 below, and the term “Software”
includes any accompanying documentation, any updates and enhancements of the software or
firmware provided to you by Fortinet, at its option. Fortinet grants to you a non-transferable
(except as provided in section 5 ("Transfer") and section 15 ("Open Source Software") below),
non-exclusive, revocable (in the event of your failure to comply with these terms or in the event
Fortinet is not properly paid for the applicable Product) license to use the Software solely for
your internal business purposes (provided, if a substantial portion of your business is to provide
managed service provider services to your end-customers, you may use the Software
embedded in FortiGate and supporting hardware appliances to provide those services, subject
to the other restrictions in this Agreement), in accordance with the terms set forth in this
Agreement and subject to any further restrictions in Fortinet documentation, and solely on the
Fortinet appliance, or, in the case of blades, CPUs or databases, on the single blade, CPU or
database on which Fortinet installed the Software or, for stand-alone Software, solely on a
single computer running a validly licensed copy of the operating system for which the Software
was designed, or, in the case of blades, CPUs or databases, on a single blade, CPU or
database. For clarity, notwithstanding anything to the contrary, all licenses of Software to be
installed on blades, CPUs or databases are licensed on a per single blade, solely for one blade
and not for multiple blades that may be installed in a chassis, per single CPU or per single
database basis, as applicable. The Software is "in use" on any Fortinet appliances when it is
loaded into temporary memory (i.e. RAM). You agree that, except for the limited, specific license
rights granted in this section 1, you receive no license rights to the Software.
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2. Limitation on Use.

You may not attempt to, and, if you are a corporation, you are responsible to prevent your
employees and contractors from attempting to, (a) modify, translate, reverse engineer,
decompile, disassemble, create derivative works based on, sublicense, or distribute the
Software; (b) rent or lease any rights in the Software in any form to any third party or make the
Software available or accessible to third parties in any other manner; (c) except as provided in
section 5, transfer assign or sublicense right to any other person or entity, or (d) remove any
proprietary notice, labels, or marks on the Software, Products, and containers.

3. Proprietary Rights.

All rights, title, interest, and all copyrights to the Software and any copy made thereof by you
and to any Product remain with Fortinet. You acknowledge that no title to the intellectual
property in the Software or other Products is transferred to you and you will not acquire any
rights to the Software or other Products except for the specific license as expressly set forth in
section 1 (“License Grant”) above.

4. Term and Termination.

Except for evaluation and beta licenses or other licenses where the term of the license is limited
per the evaluation/beta or other agreement or in the ordering documents, the term of the license
is for the duration of Fortinet's copyright in the Software. Fortinet may terminate this
Agreement, and the licenses and other rights herein, immediately without notice if you breach or
fail to comply with any of the terms and conditions of this Agreement. You agree that, upon such
termination, you will cease using the Software and any Product and either destroy all copies of
the Fortinet documentation or return all materials to Fortinet. The provisions of this Agreement,
other than the license granted in section 1 ("License Grant"), shall survive termination.

5. Transfer.

If you are a Fortinet contracted and authorized reseller or distributor of Products, you may
transfer (not rent or lease unless specifically agreed to in writing by Fortinet) the Software to one
end user on a permanent basis, provided that: (i) you ensure that your customer and the end
user receives a copy of this Agreement, is bound by its terms and conditions, and, by selling the
Product or Software, you hereby agree to enforce the terms in this Agreement against such end
user, (ii) you at all times comply with all applicable United States export control laws and
regulations, and (jii) you agree to refund any fees paid to you by an end user who purchased
Product(s) from you but does not agree to the terms contained in this Agreement and therefore
wishes to return the Product(s) as provided for in this Agreement. Further, if you are a
non-authorized reseller of Products, you are not authorized to sell Product(s) or Software, but,
regardless, by selling Product(s) or Software, you hereby agree you are bound by the
restrictions and obligations herein and are bound to: (i) ensure that your customer and the end
user receive a copy of this Agreement and are bound in full by all restrictions and obligations
herein (ii) enforce the restrictions and obligations in this Agreement against such customer
and/or end user, (i) comply with all applicable United States export control laws and regulations
and all other applicable laws, and (iv) refund any fees paid to you by a customer and/or end user
who purchased Product(s) from you but does not agree to the restrictions and obligations
contained in this Agreement and therefore wishes to return the Product(s) as provided for in this
Agreement. Notwithstanding anything to the contrary, distributors, resellers and other Fortinet
partners (a) are not agents of Fortinet and (b) are not authorized to bind Fortinet in any way.

6. Limited Warranty.

Fortinet provides this limited warranty for its product only to the single end-user person or entity
that originally purchased the Product from Fortinet or its authorized reseller or distributor and
paid for such Product. The warranty is only valid for Products which are registered on Fortinet’s
Support Website: https://support.fortinet.com; or on the TalkSwitch support website:
http://global.talkswitch.com; or such other website as provided by Fortinet. For the below
software warranty to start, registration must take place within three hundred sixty-five (365)
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days from the date the Product was originally shipped from Fortinet’s facilities or the warranty is
null and void and will not be honored. For the hardware warranty, such warranty starts on the
earlier of the date of Product registration on Fortinet’s Support Website or ninety (90) days from
the date that the Product was originally shipped from Fortinet’s facilities. It is the Fortinet
distributor’s and reseller’s responsibility to make clear to the end user the date the product was
originally shipped from Fortinet, and it is the end user’s responsibility to understand the original
ship date from the party from which the end user purchased the product. All warranty claims
must be submitted in writing to Fortinet before the expiration of the warranty term or such
claims are waived in full, i.e. ninety (90) days from the earlier of registration or the automatically
started term for hardware and spare parts claims and three hundred sixty-five (365) days from
registration within three hundred sixty-five (365) days from shipment for software claims.
Fortinet provides no warranty for any beta, donation or evaluation Products, for any spare parts
not purchased directly from Fortinet by the end-user, for any accessories, or for any stand-alone
software.

Fortinet warrants that the hardware portion of the Products, including spare parts unless noted
otherwise ("Hardware") will be free from material defects in workmanship as compared to the
functional specifications for the period set forth as follows and applicable to the Product type
("Hardware Warranty Period"): a three hundred sixty-five (365) day limited warranty for the
Hardware excluding spare parts, , power supplies, and accessories (provided, solely with
respect to FortiAP indoor Wi-Fi access point Hardware appliance products and FortiSwitch
Hardware appliance products other than the FortiSwitch-5000 series (for both excluding spare
parts, power supplies, and accessories), the warranty herein shall last from the start of the
warranty period as discussed above until five (5) years following the product announced
end-of-life date), and, for spare parts, power supplies, and accessories, solely a ninety (90) days
limited warranty. Fortinet's sole obligation shall be to repair or replace the defective Hardware
at no charge to the original owner. This obligation is exclusive of transport fees, labor or
installation costs, and any other cost which are not directly associated to the Product. Such
repair or replacement will be rendered by Fortinet at an authorized Fortinet service facility as
determined by Fortinet. The replacement Hardware need not be new or of an identical make,
model, or part; Fortinet may, in its discretion, replace the defective Hardware (or any part
thereof) with any reconditioned Product that Fortinet reasonably determines is substantially
equivalent (or superior) in all material respects to the defective Hardware. The Hardware
Warranty Period for the repaired or replacement Hardware shall be for the greater of the
remaining Hardware Warranty Period or ninety days from the delivery of the repaired or
replacement Hardware. If Fortinet determines in its reasonable discretion that a material defect
is incapable of correction or that it is not practical to repair or replace defective Hardware, the
price paid by the original purchaser for the defective Hardware will be refunded by Fortinet upon
return to Fortinet of the defective Hardware. All Hardware (or part thereof) that is replaced by
Fortinet, or for which the purchase price is refunded, shall become the property of Fortinet upon
replacement or refund.

Fortinet warrants that the software portion of Hardware Products will substantially conform to
Fortinet's then current functional specifications for the Software, as set forth in the applicable
documentation for a period of ninety (90) days ("Software Warranty Period"), if the Software is
properly installed on approved Hardware and operated as contemplated in its documentation.
Fortinet's sole obligation shall be to repair or replace the non-conforming Software with
software that substantially conforms to Fortinet's functional specifications. Except as otherwise
agreed by Fortinet in writing, the replacement Software is provided only to the original licensee,
and is subject to the terms and conditions of the license granted by Fortinet for the Software.
The Software Warranty Period shall extend for an additional ninety (90) days after any
replacement software is delivered. If Fortinet determines in its reasonable discretion that a
material non-conformance is incapable of correction or that it is not practical to repair or replace
the non-conforming Software, the price paid by the original licensee for the non-conforming
Software will be refunded by Fortinet; provided that the non-conforming Software (and all
copies thereof) is first returned to Fortinet. The license granted respecting any Software for
which a refund is given automatically terminates immediately upon refund. For purpose of the
above hardware and software warranties, the term “functional specifications” means solely
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those specifications authorized and published by Fortinet that expressly state in such
specifications that they are the functional specifications referred to in this section 6 of this
Agreement, and, in the event no such specifications are provided to you with the Software or
Hardware, there shall be no warranty on such Software.

7. Disclaimer of Other Warranties and Restrictions.

EXCEPT FOR THE LIMITED WARRANTY SPECIFIED IN SECTION 6 ABOVE, THE PRODUCT
AND SOFTWARE ARE PROVIDED "AS-IS" WITHOUT ANY WARRANTY OF ANY KIND
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTY, IMPLIED OR EXPRESS
WARRANTY OF MERCHANTABILITY, OR WARRANTY FOR FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE
DISCLAIMED IN ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH
IMPLIED WARRANTY SHALL BE LIMITED TO NINETY (90) DAYS FROM THE DATE OF
ORIGINAL SHIPMENT FROM FORTINET. EXCEPT AS EXPRESSLY COVERED UNDER THE
LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY,
SELECTION AND PERFORMANCE OF THE PRODUCT IS WITH THE PURCHASER OF THE
PRODUCT. NOTWITHSTANDING ANYTHING TO THE CONTRARY, THE HARDWARE
WARRANTY PERIOD DISCUSSED ABOVE DOES NOT APPLY TO CERTAIN FORTINET
PRODUCTS, INCLUDING FORTIFONE WHICH HAS A NINETY (90) DAY LIMITED WARRANTY
AND FORTITOKEN WHICH HAS A 365 DAY WARRANTY FROM THE DATE OF SHIPMENT
FROM FORTINET’S FACILITIES, AND THE SOFTWARE WARRANTY DOES NOT APPLY TO
CERTAIN FORTINET PRODUCTS, INCLUDING FORTIGATE-ONE AND VDOM SOFTWARE.

The warranty in Section 6 above does not apply if the Software, Product or any other equipment
upon which the Software is authorized to be used (a) has been altered, except by Fortinet or its
authorized representative, (b) has not been installed, operated, repaired, or maintained in
accordance with instructions supplied by Fortinet, (c) has been subjected to abnormal physical
or electrical stress, misuse, negligence, or accident; (d) is licensed for beta, evaluation,
donation, testing or demonstration purposes or for which Fortinet does not charge a purchase
price or license fee. In the case of beta, testing, evaluation, donation or free Software or
Product, the end user acknowledges and agrees that such Software or Product may contain
bugs or errors and could cause system failures, data loss and other issues, and the end user
agrees that such Software or Product is provided “as-is” without any warranty whatsoever, and
Fortinet disclaims any warranty or liability whatsoever. An end user’s use of evaluation or beta
Software or Product is limited to thirty (30) days from original shipment unless otherwise agreed
in writing by Fortinet.

8. Governing Law.

Any disputes arising out of this Agreement or Fortinet’s limited warranty shall be governed by
the laws of the state of California, without regard to the conflict of laws principles. In the event
of any disputes arising out of this Agreement or Fortinet’s limited warranty, the parties submit to
the jurisdiction of the federal and state courts located in Santa Clara County, California, as
applicable.

9. Limitation of Liability.

TO THE MAXIMUM EXTENT PERMITTED BY LAW AND NOTWITHSTANDING ANYTHING TO
THE CONTRARY, FORTINET IS NOT LIABLE UNDER ANY CONTRACT, NEGLIGENCE, TORT,
STRICT LIABILITY, INFRINGEMENT OR OTHER LEGAL OR EQUITABLE THEORY FOR ANY
LOSS OF USE OF THE PRODUCT OR SERVICE OR ANY DAMAGES OF ANY KIND
WHATSOEVER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
(INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF PROFIT,
LOSS OF OPPORTUNITY, LOSS OR DAMAGE RELATED TO USE OF THE PRODUCT OR
SERVICE IN CONNECTION WITH HIGH RISK ACTIVITIES, DAMAGE TO PERSONAL OR REAL
PROPERTY, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, COMPUTER
SECURITY BREACH, COMPUTER VIRUS INFECTION, LOSS OF INFORMATION OR DATA
CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT INCLUDING ANY
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PRODUCT RETURNED TO FORTINET FOR WARRANTY SERVICE) RESULTING FROM THE
USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY
BREACH OF THE LIMITED WARRANTY IN SECTION 6 ABOVE, EVEN IF FORTINET HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH
OF THE LIMITED WARRANTY IS REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE
OR NON-CONFORMING PRODUCT AS SPECIFICALLY STATED IN SECTION 6 ABOVE.

10. Import / Export Requirements; FCPA Compliance.

You are advised that the Products may be subject to the United States Export Administration
Regulations and other import and export laws; diversion contrary to United States law and
regulation is prohibited. You agree to comply with all applicable international and national laws
that apply to the Products as well as end user, end-use, and destination restrictions issued by
U.S. and other governments. For additional information on U.S. export controls see
www.bis.doc.gov. Fortinet assumes no responsibility or liability for your failure to obtain any
necessary import and export approvals. You represent that neither the United States Bureau of
Industry and Security nor any other governmental agency has issued sanctions against you or
otherwise suspended, revoked or denied your export privileges. You agree not to use or transfer
the Products for any use relating to nuclear, chemical or biological weapons, or missile
technology, unless authorized by the United States Government by regulation or specific written
license. Additionally, you agree not to directly or indirectly export, import or transmit the
Products contrary to the laws or regulations of any other governmental entity that has
jurisdiction over such export, import, transmission or use. Furthermore, you represent that you
understand, and you hereby agree to comply with, all requirements of the U.S. Foreign Corrupt
Practices Act and all other applicable laws. For beta, testing, evaluation, donation or free
Products and/or related services, you hereby agree, represent and warrant to Fortinet that (a)
receipt of the Products and/or services comply with all policies and you have obtained all
necessary approvals for such Products and/or services, (b) the Products and/or services are not
provided in exchange for Fortinet maintaining current business or for new business
opportunities, and (c) the Products and/or services are not being received for the benefit of, and
are not being transferred to, any government entity, representative or affiliate.

11. U.S. Government End Users.

The Software and accompanying documentation are deemed to be "commercial computer
software" and "commercial computer software documentation," respectively, pursuant to DFAR
Section 227.7202 and FAR Section 12.212, as applicable. Any use, modification, reproduction,
release, performance, display or disclosure of the Software and accompanying documentation
by the United States Government shall be governed solely by the terms of this Agreement and
shall be prohibited except to the extent expressly permitted by the terms of this Agreement and
its successors.

12. Tax Liability.

You agree to be responsible for payment of any sales or use taxes imposed at any time on this
transaction.

13. General Provisions.

Except as specifically permitted and required in section 5 (“Transfer”) above, you agree not to
assign this Agreement or transfer any of the rights or obligations under this Agreement without
the prior written consent of Fortinet. This Agreement shall be binding upon, and inure to the
benefit of, the successors and permitted assigns of the parties. The United Nations Convention
on Contracts for the International Sales of Goods is expressly excluded. This Agreement and
other Fortinet agreements may be amended or supplemented only by a writing that refers
explicitly to the agreement signed on behalf of both parties, or, for this Agreement, as otherwise
expressly provided in the lead-in above Section 1 above, provided, notwithstanding anything to
the contrary and except for this Agreement which may be amended or updated as expressly
provided in the lead-in above Section 1 above, for any amendment or other agreement to be
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binding on Fortinet, such amendment or other agreement must be signed by Fortinet’s General
Counsel. No waiver will be implied from conduct or failure to enforce rights nor effective unless
in a writing signed on behalf of the party against whom the waiver is asserted. If any part of this
Agreement is found unenforceable, that part will be enforced to the maximum extent permitted
and the remainder shall continue in full force and effect. You acknowledge that you have read
this Agreement, understand it, and agree to be bound by its terms and conditions.

14. Privacy.

By entering into this Agreement, you agree and consent that Fortinet may collect, retain and use
personal information supplied, including name, address, and e-mail address of individuals and
payment details and other information. Personal information will be used primarily to provide
services and product functionality to end users. Fortinet may also use personal information for
additional communication, subject to an opt-out notice provided by you in writing per below.
Fortinet may engage other companies and individuals to perform functions on its behalf, such
as payment processing, order fulfillment, marketing programs and customer service. Fortinet
may share personal information with such subcontractors in order to perform these and other
functions, but such subcontractors may not use your personal information for other purposes,
unless you agree. By entering into this Agreement, you agree and consent to the transfer the
supplied personal information to Fortinet’s offices in the United States and elsewhere, for the
purposes stated above. For more detailed information on the collection, use and transfer of
your personal information, and for information on how to opt out of or unsubscribe from the
communications described above, please read the Fortinet privacy policy on the Fortinet web
site (www.Fortinet.com).

15. Open Source Software.

Fortinet’s products may include software modules that are licensed (or sublicensed) to the user
under the GNU General Public License, Version 2, of June 1991 (“GPL”) or GNU Lesser General
Public License, Version 2.1, of February 1999 (“LGPL”) or other open source software licenses
which, among other rights, permit the user touse, copy, modify and redistribute modules, or
portions thereof, and may also require attribution disclosures and access to the source code
("Open Source Software"). The GPL requires that for any Open Source Software covered under
the GPL, which is distributed to someone in an executable binary format, that the source code
also be made available to those users. For any Open Source Software covered under the GPL,
the source code is made available on this CD or download package. If any Open Source
Software licenses require that Fortinet provide rights to use, copy or modify a Open Source
Software program that are broader than the rights granted in this agreement, then such rights
shall take precedence over the rights and restrictions herein. Fortinet will provide, for a charge
reflecting our standard distribution costs, the complete machine-readable copy of the modified
software modules. To obtain a complete machine-readable copy, please send your written
request, along with a check in the amount of US $25.00, to General Public License Source
Code Request, Fortinet, Inc., 899 Kifer Rd, Sunnyvale, CA 94086 USA. In order to receive the
modified software modules, you must also include the following information: (a) Name, (b)
Address, (c) Telephone number, (d) E-mail Address, (€) Product purchased (if applicable), (f)
Product Serial Number (if applicable). All open source software modules are licensed free of
charge. There is no warranty for these modules, to the extent permitted by applicable law. The
copyright holders provide these software modules “AS-1S” without warranty of any kind, either
expressed or implied. In no event will the copyright holder for the open source software be
liable to you for damages, including any special, incidental or consequential damages arising
out of the use or inability to use the software modules, even if such holder has been advised of
the possibility of such damages. A full copy of this license, including additional open source
software license disclosures and third party license disclosures applicable to certain Fortinet
products, may obtained by contacting Fortinet’s Legal Department at legal@fortinet.com.
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GNU GENERAL PUBLIC LICENSE GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License.
The "Program", below, refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or translated
into another language. (Hereinafter, translation is included without limitation in the term
"modification”.) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on the Program (independent of
having been made by running the Program). Whether that is true depends on what the Program
does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it,
in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to
this License and to the absence of any warranty; and give any other recipients of the Program a
copy of this License along with the Program. You may charge a fee for the physical act of
transferring a copy, and you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it,
when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty
(or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such an announcement, your work
based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same sections as part of a
whole which is a work based on the Program, the distribution of the whole must be on the terms
of this License, whose permissions for other licensees extend to the entire whole, and thus to
each and every part regardless of who wrote it.. Thus, it is not the intent of this section to claim
rights or contest your rights to work written entirely by you; rather, the intent is to exercise the
right to control the distribution of derivative or collective works based on the Program. In
addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring
the other work under the scope of this License.
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3. You may copy and distribute the Program (or a work based on it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you also do
one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must
be distributed under the terms of Sections1 and 2 above on a medium customarily used for
software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

Source code for a work means the preferred form of the work for making modifications to it. For
an executable work, complete source code means all the source code for all modules it
contains, plus any associated interface definition files, plus the scripts used to control
compilation and installation of the executable. However, as a special exception, the source
code distributed need not include anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the operating system on which
the executable runs, unless that component itself accompanies the executable. If distribution of
executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution
of the source code, even though third parties are not compelled to copy the source along with
the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense or distribute
the Program is void, and will automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Program or its derivative works. These
actions are prohibited by law if you do not accept this License. Therefore, by modifying or
distributing the Program (or any work based on the Program), you indicate your acceptance of
this License to do so, and all its terms and conditions for copying, distributing or modifying the
Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. You may not impose any further restrictions on
the recipients' exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you
from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent license would not permit
royalty-free redistribution of the Program by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain
entirely from distribution of the Program.

Product License Agreement Page 42 FortiManager VM (Microsoft Hyper-V) Install Guide



If any portion of this section is held invalid or unenforceable under any particular circumstance,
the balance of the section is intended to apply and the section as a whole is intended to apply in
other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is implemented by public license
practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to
the author/donor to decide if he or she is willing to distribute software through any other system
and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the
rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Program under this
License may add an explicit geographical distribution limitation excluding those countries, so
that distribution is permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns. Each version is given a distinguishing
version number. If the Program specifies a version number of this License which applies to it
and "any later version", you have the option of following the terms and conditions either of that
version or of any later version published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose any version ever published by the
Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving
the free status of all derivatives of our free software and of promoting the sharing and reuse of
software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING
BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a
notice placed by the copyright holder or other authorized party saying it may be distributed
under the terms of this Lesser General Public License (also called "this License"). Each licensee
is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be
conveniently linked with application programs (which use some of those functions and data) to
form executables.

The "Library", below, refers to any such software library or work which has been distributed
under these terms. A "work based on the Library" means either the Library or any derivative
work under copyright law: that is to say, a work containing the Library or a portion of it, either
verbatim or with modifications and/or translated straightforwardly into another language.
(Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it.
For a library, complete source code means all the source code for all modules it contains, plus
any associated interface definition files, plus the scripts used to control compilation and
installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and
output from such a program is covered only if its contents constitute a work based on the
Library (independent of the use of the Library in a tool for writing it). Whether that is true
depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that
refer to this License and to the absence of any warranty; and distribute a copy of this License
along with the Library. You may charge a fee for the physical act of transferring a copy, and you
may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work
based on the Library, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change.

c) You must cause the whole of the work to be licensed at no charge to all third parties under
the terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same sections as part of a

whole which is a work based on the Library, the distribution of the whole must be on the terms
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of this License, whose permissions for other licensees extend to the entire whole, and thus to
each and every part regardless of who wrote it. Thus, it is not the intent of this section to claim
rights or contest your rights to work written entirely by you; rather, the intent is to exercise the
right to control the distribution of derivative or collective works based on the Library. In addition,
mere aggregation of another work not based on the Library with the Library (or with a work
based on the Library) on a volume of a storage or distribution medium does not bring the other
work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this
License to a given copy of the Library. To do this, you must alter all the notices that refer to this
License, so that they refer to the ordinary GNU General Public License, version 2 instead of to
this License. (If a newer version than version 2 of the ordinary GNU General Public License has
appeared, then you can specify that version instead if you wish.) Do not make any other change
in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that
copy. This option is useful when you wish to copy part of the code of the Library into a program
that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that you
accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange.

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the
requirement to distribute the source code, even though third parties are not compelled to copy
the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work
with the Library by being compiled or linked with it, is called a "work that uses the Library".
Such a work, in isolation, is not a derivative work of the Library, and therefore falls outside the
scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a "work that
uses the library". The executable is therefore covered by this License. Section 6 states terms
for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library,
the object code for the work may be a derivative work of the Library even though the source
code is not.

Whether this is true is especially significant if the work can be linked without the Library, or if the
work is itself a library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
small macros and small inline functions (ten lines or less in length), then the use of the object file
is unrestricted, regardless of whether it is legally a derivative work. (Executables containing this
object code plus portions of the Library will still fall under Section 6.) Otherwise, if the work is a
derivative of the Library, you may distribute the object code for the work under the terms of
Section 6. Any executables containing that work also fall under Section 6, whether or not they
are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the
Library" with the Library to produce a work containing portions of the Library, and distribute that
work under terms of your choice, provided that the terms permit modification of the work for
your own use and reverse engineering for debugging such modifications. You must give
prominent notice with each copy of the work that the Library is used in it and that the Library
and its use are covered by this License. You must supply a copy of this License. If the work
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during execution displays copyright notices, you must include the copyright notice for the
Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for
the Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine-readable "work that uses the Library", as object code and/or source code,
so that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents of
definitions files in the Library will not necessarily be able to recompile the application to use the
modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is
one that (1) uses at run time a copy of the library already present on the user's computer
system, rather than copying library functions into the executable, and (2) will operate properly
with a modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

¢) Accompany the work with a written offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of
performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data
and utility programs needed for reproducing the executable from it. However, as a special
exception, the materials to be distributed need not include anything that is normally distributed
(in either source or binary form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component itself accompanies the
executable. It may happen that this requirement contradicts the license restrictions of other
proprietary libraries that do not normally accompany the operating system. Such a
contradiction means you cannot use both them and the Library together in an executable that
you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single
library together with other library facilities not covered by this License, and distribute such a
combined library, provided that the separate distribution of the work based on the Library and of
the other library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on
the Library, and explaining where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Library or its derivative works. These
actions are prohibited by law if you do not accept this License. Therefore, by modifying or
distributing the Library (or any work based on the Library), you indicate your acceptance of this
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License to do so, and all its terms and conditions for copying, distributing or modifying the
Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives a license from the original licensor to copy, distribute, link with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions
on the recipients' exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you
from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent license would not permit
royalty-free redistribution of the Library by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain
entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance,
the balance of the section is intended to apply, and the section as a whole is intended to apply
in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public license
practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to
the author/donor to decide if he or she is willing to distribute software through any other system
and a licensee cannot impose that choice. This section is intended to make thoroughly clear
what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Library under this
License may add an explicit geographical distribution limitation excluding those countries, so
that distribution is permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser
General Public License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns. Each version is
given a distinguishing version number. If the Library specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a license version number, you may choose any
version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation;
we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and
reuse of software generally.

15. The warranty disclaimer contained in Sections 11 and 12 of the preceding GPL License is
incorporated herein.
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